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Ona HemeagneHHon ny6nukaumn: 09.08.2023 F'YBEPHATOP K3TU XOKYJ

NYBEPHATOP XOKYI NPEACTABUNA BEAYLUYIO B CTPAHE CTPATEIUIO
KUWBEPBE3OMNACHOCTHU

OHa nodkpenneHa obs13amesibcmeom 8 600 Ms1H Oos11apoe Mno YKpPenseHuro
kubepbesonacHocmu 0ns ecex xumersnel Horo-Uopka

Bo epemsi o6bsie1eHuUs kK 2y6epHamopy XOoKyn npucoeluHUIUCh
npedcmaeumenu benoz2o doma, KpumuYecku eaxxHol UHpacmpyKkmypbI u
YacmHo20 cekmopa

lMpozpamma cnoco6cmeyem peanusayuu npuopumema 2ybepHamopa rno
yny4qweHuro kubepbeszonacHocmu wmama Hero-Uopk

CerogHs rybepHaTtop Katu XoKkyn npeacrasuna nepByto o0LEeLTaTHY CTpaTerto
knbepbe3onacHOCTU, HanNpPaBfeHHY Ha 3aLUNTy LMdPOBON MHAPACTPYKTYpbI WWTaTa oT
COBpPEMEHHbLIX Knbepyrpos. B ctpaternm BnepBbie chopMynnMpoBaHbl Lienn BbICOKOrO
ypoBHs B obnactu knbep6e3onacHOCTN U YCTONYMBOCTU K BHELLUHMM BO3AENCTBUSAM B
wraTe Hbto-Vopk. B Heil yTouHAOTCS ponu 1 06593aHHOCTU BEAOMCTB, ONMUCKLIBAETCS,
KaK CyLLeCTBYHOLLME N NNAHUPYEMbIE MHULMATUBbLI N NUHBECTULMM YBA3bIBAKOTCA B
eVHbIN NoaXo4, a TaKkke NOATBEPXKAAETCA rOTOBHOCTL LUTaTa oKasblBaTb YCIyru,
KOHCYIbTaLuMM 1 MOMOLLb OKPY>XHbIM M MECTHbIM opraHam Bnactu. Ctparerus
knbepbesonacHocTn WwTaTa Huto-Mopk npegoctaBnseT rocyaapCTBEHHbLIM U YaCTHBIM
CTPYKTYpaMm LOPOXHYH KapTy MO CHUXEHUIO PUCKOB kKnbepbe3onacHOCTN U onucbiBaeT
nnaH 3aWmTbl KPUTUYECKOM NHPPACTPYKTYPbI, CETEN, AAHHBIX U TEXHOTOrMYECKMNX
CUCTEM.

«Haw B3anmocBsizaHHbI Mup TpebyeT B3anMOCBA3aHHOW 3aLLMTbl C UICNONb30BaHMEM
BCEX MMEIOLLIMXCA pecypcoB, — cKa3ana rybepHatop Xokyn. — OTa cTpaTerns
npencraensieT cobon nepefoBOV HAaLMOHabHbIN NiaH, obecneyYnBaoLLNn rOTOBHOCTb
1 ycToMumMBOCTb WTaTa Helo-Mopk nepen nuuom knbepyrpos».

CtpaTerus o6beauHseT cnyxbbl knbepbesonacHocTu wraTa Hblo-Mopk Ans sawmTsl
KpUTUYEeCKon MHAPaCTPYKTYpPbl, MEPCOHaNbHON MHOpMaLM N LUAPOBLIX aKTUBOB OT
3noymblwneHHmkoB. OHa Takke obecneymBaeT OCHOBY 4151 COrnacoBaHus 4ENCTBUN U1
pPEeCypCoOB KaK 4YaCTHbIX, TaK U rOCyAapCTBEHHbIX 3aHTEPECOBaHHbIX CTOPOH, BKIOYas
agMVHUCTPaLUKN OKPYroB 1 Apyrne MecTHble OpraHbl BNacTu.
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Ctpaterus kubepbesonacHocTy Hbto-Mopka — 3T0 He TONbKO 3almTa HaLmx
uMdpoBbIX akTMBOB. Peyub naet 06 obecnevyeHmnn 6esonacHOCTU Beex xuTtenen Hoto-
Mopka 1 coxpaHeHun HalLeln cnocoBHOCTM YHKLMOHMPOBAaTb U NpoLBeTaTh B
umdposyto anoxy. OT rocygapCTBEHHbIX CRyXalumx, NpeaoCcTaBnsowmx LmdppoBbie
ycnyru, 4o XuTenemn, KoTopble NonyyarT K HAM JOCTYN U nonararTcs Ha HUX, —
HaZeXHOCTb Knbep3alwmThl WTaTa BaXkHas ANsa BCcex HboMopkueBs. [JaHHada cTpaTterus
nogyepkuBaeT NpPUBEPXKEHHOCTL rybepHaTtopa obecneyeHunto knbepbesonacHOCTU He
TOMbLKO CMCTEM MpaBUTENbCTBA LWTaTa, HO U Beex xuTenei Huto-Mopka, uto sensertcs
OAHOW N3 OCHOBHbIX 06513aHHOCTEN agMUHUCTPaLUK WTaTa.

'y6epHaTop Xokyn o6bsBMNa 0 CBOEM HAMEPEHUMN YKPEMUTL LLEHTPANTM30BaHHYO
cucTemy knbepbesonacHocTu wrtaTa Heto-Mopk Bo Bpems cBoero obpaluerHns «O
nonoxeHun wratay (State of the State) B atom roay. Vctopuyeckne nisectuyum B
pasmepe 90 MnH gonnapoB Ha obecneyeHne kKnbepbesonacHOCTU, BKIOYEHHbIE B
orooxeT Ha 2024 cbnHaHcoBbIN rod, no3sonunu BolgennTts 30 MAH gonnapoB Angd
oKa3aHWs MOMOLLM MECTHbIM OpraHam BracTu B YKPenneHum nx CO6CTBEHHOM 3aLLMThbl
OT Knbepyrpos. 3ta nHMumMaTMBa CBMAETENLCTBYET O HOBOM 1 6onee TECHOM
COTPYAHUYECTBE LWTaTa C MECTHbIMM OpraHamMmu BfiaCcTy B pPeLUEHUN 3TON BaXXHOW 1
passuBatoLlenca npobnemol. B pamkax gaHHowm ctpatermm npegyCMOTPEHO BblAeneHne
500 mnH gonnapoB Ha yKpenneHne MHPOPMaLNOHHO-TEXHOMNOMMYECKON U, B NEPBYIO
oyepenb, knbepbe3onacHoii, MHPPaCTPYKTYpbl 34paBoOXpaHeHns wraTta Helo-Mopk, a
Takke 7,4 MNH 4ONNapoB Ha paclumpeHune knbepananutudeckoro otaena (Cyber
Analysis Unit) nonuuun wrata Heto-Mopk, otaena no 6opb6e ¢ KOMNLIOTEPHbLIMY
npectynneHnamm (Computer Crimes Unit) n ueHTtpa no 6opbbe ¢ MHTEpHET-
npectynneHmsamn npoTtus aeten (Internet Crimes Against Children Center).

KomnnekcHas ctpaTerns knbepbesonacHoCcTu WTata onpeaensieTca TpeMs OCHOBHbLIMY
NpUHUMNaMn: cTaHaapTu3aumsi, yCTOMYMBOCTb U TOTOBHOCTL.B COBOKYNMHOCTM 3T
MPUHLMMBI NO3BONSIOT WTaTy Hbto-Mopk cozaaTb eanHyto n 6omnee yCTOMYMBYIO 3aLLMTY
OT HOBbIX 1 Bonee CrnoXxHbIX KNbepyrpos, NnpeaoTBpaTUTb Nogasnstollee 60MbLWNHCTBO
aTak, OAHOBPEMEHHO OTCEKasd, KOHTPONUPYS MU CMArdas NnocrneacTemsi NoTEHUManbHbIX
yrpos, NoaroToBMUTbCA, aganTupoBaTbCsa U ObiTb BCeraa rotoBbiM K KnbepsbizoBam
oyayuwero. [laHHas cTpaTernsa npeacTtasnseT cobon nnaH AeNCTBUIA, NO3BONSOLLMIA
3anHTepecoBaHHbIM CTOpOHaM B 0bnacTtu knbepbesonacHocT No BcemMy WTaTy Hbto-
Mopk, OT rocyaapCTBEHHbIX YUPeXaAeHUI 0 MECTHbIX OPraHOB BRACTU, MOHATL, Kak OHU
BNMUCbIBaOTCA B 00LWMIA NnaH. B Hen ykasaHbl uenu, HanpaBneHns 4esTeNbHOCTU U
obsi3aTtenbcTBa rydbepHaTopa, KOTOpble OHM MOTYT UCMONb30BaTh MNPY MIAHNPOBAHUN U
paspaboTke nporpamm B ByayLiem.

'y6epHaTop XoKyn Takke nognucarna 3akoH O paclUMpPEHNn KagpoBoro pesepsa Hobto-
Mopka B 06nacTvt TEXHOMOIMI 1 O BbiAENEeHUN CPEACTB Ans obecneveHmns
paboTtoaatensm Heto-/lopka BO3MOXHOCTW HAHUMATb W YAEPXNBATb HEOBXOAMMbIX
cneunanucToB B cgepe kmbepbesonacHocTu. N'ybepHaTop XOKyn oTMETUNa BaXXHOCTb
YKpPEnneHns 3TOro CEKTopa BO BPEMSI CEFOAHSLLHENO 3asiBIIEHUS1, HA KOTOPOM
NPUCYTCTBOBANN He4aBHUE BbINMYCKHUKN NporpaMmbl No knbepbesonacHoOCTH
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onepaunoHHbIX TexHonorun Ynpasneums MTA (MTA’s Operational Technology
Cybersecurity Program).

naBHbI cneunanucT no knbep6esonacHocTy wraTta Heto-Mopk Konun AxepH
(Colin Ahern): «Hawa koHuenuusa ctaHgapTU3aunm, yCTOMYMBOCTU U TOTOBHOCTH
YyYnUTbIBAET OCTPYIO NOTPEBHOCTL B NepeioBbIX pecypcax 1 3HaHUAX MO BCEMY LITATY.
Mbl rapaHTUpyeMm, YTo Kaxabii xutens Hoto-Mopka 6yaeT B paBHOM CTeneHn 3allyLleH
OT UMNPPOBLIX Yyrpo3».

UcnonHsawowana o6sa3aHHOCTU HaLMOHaNbLHOIro AUpeKTopa no kKubepbesonacHocTn
Kemb6a YonageH (Kemba Walden): «B HaunoHaneHoM cTpaTerum kmnbepbesonacHocTn
npesngeHTa chopmynMpoBaHO NO3NTUBHOE BUAEHWNE 3aLLMLLEHHOMN, YCTONYMBON U
COrnacoBaHHOM C LLEHHOCTAMW LMPOBOM S3KOCUCTEMbI, KOTOpasi NPUHECET NONb3y
BCEM aMepuKaHLaM 1 NO3BONUT peannui3oBaTth HaLLM camble rpaHAMO3HbIe
HauunoHanbHble ambnunn. Ata cTpaterns NpusbiBaeT K peLumnTenbHbIM AENCTBUSIM MO
nepepacnpeneneHnio 0OTBETCTBEHHOCTU 3a ynpaBreHne kKnbeppuckamm Ha Te
opraHusauun, KoTopble B HanborbLuen cTeneHn cnocobHbl obecnevnTb Hally
6e30nacHOCTb, a TakKe K UIBMEHEHUIO CTUMYIIOB 41151 CKOOPAMHUPOBAHHbLIX MHBECTULINIA
B JONITOCPOYHYI YCTOMYMBOCTL. B HbIO-MOPKCKOW CTpaTernn Takke coopmMynmpoBaHoO
NPUHUUNNANBLEHO NO3NTUBHOE BUAEHNE KNOepnpoCcTpaHCTBa, T. €. He NPOCTO
pearnpoBaHue Ha NoBedeHne yrpoxarLwwmx cybbekToB, 1 paspaboTaHa NnonuTuka B
Takmx obnacTtsx, kak: (1) onepaunoHHoOe COTPYAHNYECTBO MeXY rocyaAapCTBEHHbBIM U
YaCTHbIM CEeKTopaMu, (2) perynmpoBaHne KpUTu4eckonm MHPpPacTpykTypsbl, (3)
obpasoBaHue B 06n1acTn KnbepnpocTpaHcTBa U pa3BuUTME COTPYAHUKOB, (4)
moaepHusaumns UT».

HayanbHuUK YnpaBneHus no Bonpocam HauuMoHanbHOM 6e30nacHOCTU U
ypesBblYalHbIX cuTyauui wrata Heto-Mopk (New York State Division of
Homeland Security and Emergency Services) [Ixxekn Bpen (Jackie Bray):
«Knbepyrposbl pacnpocTpaHeHbl kKak HUKOrA4a, NOCKOSbKY MUP nofiaraeTcs Ha
LumdpoBsble TexHonorun. Ctpaterns Huto-Vopka o6ecneymBaeT Ham CUsbHbIE MNO3NLIUM
B NflaHe NOAroTOBKM K aTakam U pearnpoBaHus Ha H1X. brnarogaps 4anbHOBMAHOCTU
ry6epHaTopa XoKymn v UICTOPUYECKUM MHBECTULMAM B knbepbesonacHocTb Hbto-Mopk
npodoskaeT ocTaBaTbCHA NMMOEPOM B 3TON 0bnacTmy.

MNMpeacenarenb n reHepanbHbIn gupekTop MTA dxaHHo JIubep (Janno Lieber): «B
nocnegHue rogbl MTA cuntaeT knbep6e3onacHOCTb OAHUM M3 HALLMX FaBHbIX
npuoputetoB. OHa Heobxoaguma onst Toro, Ytobbl obecneunTb obenyxmnBaHmne bonee 6
MITH NacCaXX1MpoB U NyTeLEeCTBEHHUKOB, KOTOPbIE NofiaraloTCA Ha HAC KaXabl OEHbY.

McnonHsawowan o6sa3aHHOCTM AMpeKTopa MHPOpMaLMOHHON cnyXObl wTaTta Hblo-
Wopk Oxenundep JNopeHy (Jennifer Lorenz): «bnarogaps rybepHatopy Xokyn
Knbep6e30nacHOCTb ABMSETCS OAHUM U3 NpUopuTeToB WTaTta Hbto-Mopk,
noaKkpenneHHbIM peanbHbIM (PUHAHCUPOBAHMEM, pearibHbIMU MOACKUMU pecypcamu u
peanbHOW cTpaTerven, HarnpasreHHOW Ha 3alnTy akTMBOB LUTaTa OT BTOPXEHUN U
aTak. YnpasneHue nHgopmaumnoHHbix TexHonorun (Office of Information Technology



Services) ropanTcs TeM, YTO ABNSIETCA NAPTHEPOM B BbINOSTHEHUM 3TOM BaXXHOM
MUCCUK, N 3HAET, YTO B pe3ynbTaTte knbepsalwimrta CTaHeT nydlle, cunbHee n bonee
TMOKOM».

WUcnonHsowmin 0653aHHOCTU HaYanbHUKa nonuumn wrata Helo-Mopk CTueeH A.
Hurpennu (Steven A. Nigrelli): «[lepeq npaBooxpaHuTenbHbIMM OpraHamMu NOCTOSIHHO
CTOWUT 3ajaya UATU B HOTY C Pa3BMBAKOLLMMUCH UHTEPHET-TEXHOMNOMMAMM, KOTOPbIE
NCMonb3YyHTCA NPECTYNHUKaMN ONA XULWEHUST CPELCTB Y HaceneHust Unun nonyyvyeHns
AocTyna K KoHpunaeHumansHon nHgopmMmaunmn. Mel XOTUM HaNnOMHUTL BCEM O TOM, YTO
nogo6bHO TOMY, Kak Bbl OSMKHbI ObITb BHUMAaTESbHbI K CBOEMY (PU3NYECKOMY
OKPY>XEHUI0, Bbl JOIMKHbI BHUMATENbHO OTHOCUTLCS U K CBOEMY MPUCYTCTBUIO B
NHTepHeTe. MNonuuna wrata 6yaet npogorkate paboTaTb C HAWMMKN NAapTHeEpPaMU Hag
obecneyveHnem knbepbe3onacHOCTM HaLUNX ceTeny.

HavyanbHuk flenaptameHTa ¢puHaHcoBbIx yenyr (Department of Financial
Services, DFS) AgpueHH 3. Xappuc (Adrienne A. Harris): «[dlenaptameHT
(PUHAHCOBBIX YCIYyT ABNAETCS NMMOHEPOM B OCO3HaHUM pUcKa KnbepaTtak u BaXXHOCTH
aganTauuun K HoBbIM yrpo3am 1 6onee nsowpeHHbIM KnbepnpecTtynHukam. Nepsbie B
cTpaHe TpeboBaHus [lenaptameHTa no 3awmre perynupyembix DFS 6aHKoB,
CTPaxoBbIX KOMMAHWN, (OUHAHCOBLIX YYPEXAEHNA N NOTPEOUTENEN, KOTOPLIX OHU
obcnyxneatoT, ABNAKOTCA 0Opa3L oM Ans nogpaxaHus, n 9 bnarogapto rydbepHaTtopa
Xokyn 3a NpoABMXEHME KOMMIIEKCHOrO NiiaHa no peLUeHnto aTux npobnem B
NpaBuUTENbCTBE U OPYIUX BaXHENLLNX OTPACHSAX».

Mpeacepatens Komuccuu no kommyHanbHbIM yenyram (Public Service
Commission, PSC) Popu M. Kpuctnan (Rory M. Christian): «Hbto-Mopk — 310
LEeHTp, rae cocpeaoToyeHbl 3HaYnTeNbHble 00 beKTbl (PMHAHCOBOW,
NnpaBuUTESIbCTBEHHOW, MPONU3BOACTBEHHOW U TPAHCMOPTHOM MHAPACTPYKTYpPbI, r4e pUcK
knbepartak Bbllle, YeM 0BbIYHO, KakK MO KPUMUHAMNBbHBIM, TaK U NO reononuTUYeCKUM
npuymHam. bnarogaps ceBoen LeneycTpeMneHHOCTN N peLLnTerbHOCTN rybepHaTop
Xokyn nomoxeT ob6ecneunts Hbto-Mopky HaunyuLyto 3awmTy B cdepe
KnbepbesonacHocTny.

Pektop SUNY [IxxoH B. KuHr — mn. (John B. King, Jr.): «<Kamnycel SUNY 3aHumatoT
nuavpytowme nosnumm B obnactn obyyeHms knbepbe3onacHOCTN — Kak B NOArOTOBKE
HalLMX CTYAEHTOB K paboTe, Tak u B obecneveHnm nepenoBbixX UCcnenoBaTenbCKMX
nabopatopui ons npenogasaTenen, COTPYAHMKOB U CTYAEHTOB. Halum CcTyaeHTbl
nonb3yTcsa BONbLUMM CNPOCOM NpU TPYAOYCTPOWCTBE, U Mbl BrarogapHbl rybepHaTopy
3a MHBECTULMM, KOTOPbIE NOMOrYT HaM 06y4nTb Gonblle HEIONOPKLEB B 3TOM obnactu u
¢ nomowbio PoHaa umdgposon TpaHcopmaumm (Digital Transformation Fund),
npenycMOTPEHHOro B NpuHATOM BrogkeTe Ha 2024 roa, 3almnTUTb HaLM Kamnycbl OT
knbepartak. Mbl 6narogapum rybepHatopa Xokyn 3a pykoBOACTBO 3TOM KOMMIIEKCHOM
cTpaternen B macwrabax wraray.

PykoBoautens [lenaptameHTa 3gpaBooxpaHeHus wrata Hero-Mopk (New York
State Department of Health) gokTop xxenmmc MakgoHanbg (James McDonald):



«Mop, pykoBoacTBOM rybepHaTopa Xokyn wraT Helo-opk 3HaunTensHoO yKpenun cBoto
Knbep3salumTy, 4TO KpanHe BaXKHO A5l Hallen CUcTeMbl 34paBooXpaHeHus. Ata nepsas
B UCTOpMM WITaTa cTpaTternsa knbepbesonacHOCTU pa3BUBaET 3TU AOCTUXKEHUSA, NOMOrasi
3aMTUTb KPUTUYECKM BaXKHbIE CUCTEMBI OT Knbepyrpos. [lenaptameHT
34paBOOXpPaHEHUs1 paccUNTbIBaAET Ha AanbHenwee TECHOE COTPYAHMYECTBO C HALLIUMK
napTHepamu u3 CTpyKTyp wTaTa B fene obecrneyeHuns 6e3onacHocT 60nbHUL U
MEeOULIMHCKMX yupexaeHuin Hito-Mopkay.
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